GLENDALE AREA SCHOOLS Better Bamémg
CREDIT UNION for Everyone

SCAMMERS ARE

WE'RE HERE TO HELP PROTECT YOU.

Scammers can be convincing and may even tell you what to say.

If something doesn’t feel right, let’s talk.

COMMON SCAM WARNING SIGNS COMMON SCAM EXAMPLES

You were contacted unexpectedly IMPOSTER TAX SCAMS

by phone, email, or text. Scammers pretend to be from the IRS or
another government agency. They demand
payment for back taxes or threaten arrest.
Someone asked you to keep the

transaction a secret. GRANDPARENT SCAMS

You get a call saying your grandchild is in
trouble or in jail and needs money right
away. They may even have someone

pretend to be your grandchild.
FAKE LAW ENFORCEMENT

Scammers claim to be an officer and say
your account is involved in a crime. They
tell you to withdraw money to “protect” it.

TECH SUPPORT SCAMS

Someone says they're from Microsoft or
another tech company and that your
computer is infected. They ask for
payment or access to your accounts.

GIFT CARD SCAMS

You're asked to buy gift cards to pay
bills, taxes, or “help” someone. Once the
card numbers are shared, the money is
gone for good.

PAYPAL SCAMS

You receive a fake email or message
claiming there’s a problem with your
account. You're asked to click a link,
confirm personal info, or send money.
It's not PayPal—it's a scam.

ROMANCE SCAMS

Someone you meet online builds a
relationship and then asks for money for
an emergency, travel, or a special reason.
It's all fake.

ONLINE PURCHASE SCAMS

You pay for an item online, but it never
arrives. The seller disappears or the
website is fake.

If you're not sure about a transaction, : | faaan)
please let us know. We're here for you. I 818.248.7425 iJ" gasetong

You're being asked to withdraw
cash, buy gift cards, or send
money.

You were told your account is
compromised or at risk.

You feel pressured to act
immediately.

O O

Someone says not to tell the bank,
family, or anyone else.

You've been asked to lie or give
false information.

You're asked to wire money or
send money through an app.

You're asked to invest in
cryptocurrency or other
“guaranteed” investments.

Someone you don’t know well is
offering you a job or business
opportunity that seems too good
to be true.

Someone is waiting for you outside
or on the phone while you're in
the bank.
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Thank you for trusting
Glendale Area Schools Credit Union!




